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Kay Action 1
= Mobllity for learmmers and staff -
Higher Education Student and Staff Mobllity

Erasmus+ Programme
Inter-institutional agreement
Key Action 1
Learning mobllity for higher education students and staff
beatween EU Membar States and third countries associated to the Programmae
and third countries not associated to the Programme

The institutions' named below agree to cocperate for the exchange of students andfor staff in the
context of the Erasmus+ programme. This agreement is valid for the Erasmus+ call years 2024 -
2027 in:

» KALTL

The institutions commit to sound and transparent management of funds allocated to them through
Erasmus+ and to respect the quality requirements of the Programme, cutlined In the Erasmmus
Charter for Higher Education’ and in this agreement.

The institutions agree on exchanging their mobility-related data according to the principles of GOPR®
and In line with the technical standards of the European Student Card Initiative®, when this becomes
available for international mobility involving third countries not associated to the Programme,

Sending Institutions located in EUfEEA countries have to ensure compliance with the provisions of
art. 46 GDPR For all participants’ personal data exchanged In the context of their mobllity with
institutions from nen-ELVEEA countries without an adequacy decision, on the condition that
enforceable data subject rights and effective legal remedies for data subjects are available in the
respective third country. The participants should be informed in 8 transparent manner about the
level of protection of thelr personal data, if this is different from the cne where the sending
institutlon is located,

1. Information about higher education institutions

Fiull name of the Erasmus code or city Contact detalls® Website
institution / country iemail, phone)

aristotle University of |G THESSALOL nstitutional eneral University
eezalonik cordinator/Head of esbpage:

he Office Prttp feewews auth. gr

ull name; Geprgiadou  For Erasmus+ students:
panna hitps:leursp.auth.grien
dadress: Department of Course catalogue:
uropean Educational  httpifga.auth.gr’enistud
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rogrammes, University
ampis, Administration
uilding, 54124,
essaloniki, Greacs
el +30 2310 995293
ax: +30 2310 295292
mail: eurap-
rojects@auth.gr

bpuide!

Liniversity "Ismail
Cemali® Viora

L VLOREOL

nstitutional
ordinator/Head of
nternational Office:
ull name: Mahilli
nkelejd

ddress: L. Pavarésia,
r. Kosova 9400 Vioreg,
hgipéri

el: +3556597233795
A M2,
mail:mechili@univiora.
u.al / Internationali@un
fora.eduw.al

General University
ebpage:
ttpsifuniviora.edu.alien)
kton-
jekteve/erasmus/

or Erasmus+ students:
ftps:fiuniviora.edu.alfen)
£kton-
rojektevel/erasmus/
purse catalogue:
ftps.ffuniviora.edu.alico
[SE5-EasmLus/
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2. Mobility numbers for the academic years 2024-2027

The partners agree to update the mobility data, whenever possible, by no later than the end of

|anuary in the preceding academic year formally via an amendment of the inter-institutional
agreement.

Number of student and staff mobility periods

TO Subject area Subject area Study cycle  Student Student
J NAME i Mobility for Mobility for
[short cyele,  Studies * Traineeships
] total mumbsr ¥

{ISCED CODE

number of
student] menths per
student]

THESSALOL AL VLORED1 Il subject
MEds

THESSALDL i subject

81 subject students x 5
i rEas onths
All subject students ¥ 5L students x 3
b MEas anths
FROM TO Subject area Subject area Study cycle Staff Staff
[Erasmus [Erasmus : _ name Mobility for Mobility for
| ity of code ar of |SCED CODE” 3 [5 Cycle, Teaching * Training *
the sending the receiving 158, ar [total number [total number
institution] nstitution] i 0 aff of st

LWVLOREDL

G THESSALOL @BL VLOREQ]

Al subject st Z2nd 3rd
Sreas emberx 5

BLVLOREQL |G THESSALOL F

H subject
reas

Il subject 1st 2nd Jrd

reas

Optional Additional Info

Additional mobilities epportunities;

- 1 student from GTHESSALDL to Albanian partner institutions for a short-term Studies mobility of 20
days

Students’ mobilities are eligible for a fewer opportunities top-up. For more information, please
contact GTHESSALD]
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3. Recommended language skills

The sending institution, following agreement with the receiving institution, is responsible for
providing support to its nominated candidates so that they can have the recommended language

skills? at the start of the maobility period {see also section & “Preparation and Support®)

Receivin
g institu
tion
|Erasmus
code or
city

Dptional

Subject
area

Languag
e of inst
ruction
1
[ OFficial
Languag
e of Inst
ruction)

Languag

e of inst
ruction

.

Recammended language of instruction

Student
Mobility
[Minimil

Staff

Mobility
[Wimirnu

L& Mg L gy
e Certifi
cate

Commean
ts about
languag
& requir
aments

G THESS All Greek English B2 - B2 - [ | See
ALO1 subiject Vantage Vantage Annex
areas
AL Al Albanian English B2 - | Emnalish
VLORED] Subject Vantaga
dredas
AL All Albanian English B2 - u English
VLORED] | subject Vantage
areas

For more details on the language of instruction recommendations, see the course catalogue of each
institutian. The links to the course catalogue are prowvided in the first section.

4. Partnership arrangements: fees and organisational support funds

In accaordance with the Erasmus Charter for Higher Education, partmers commit to charge no
additional fees to students:

= |n connecticn with the crganisation or administration of their Erasmus+ mobility period. Any
violation to this rule by the partnars shall be brought to the attention of the Mational Agency
and may lead to the termination of the participation in the project linked to this inber-
institutional agreement, if no comective measures are taken,

« For tuition, registration, axaminations ar access Lo |laboratory and library facilities.
Mevertheless, they may be charged small fees on tha same basis as local students for costs
such as insurance, student unions and the use of miscellaneocus material.

5. Outreach and Selection of participants: calendar, application procedure and
requirements

= Partmers commit to doing outreach to participants with fewer opportunities to encouraga
their participation in the Frogramme and, where needed, agree on a comman strategy to
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meal Indicativa inclusion targets.

= Partners commit to running selection procedures for mobility actlvitles that are fair,
transparent and documented, ensuring equal opportunities to participants eligible far
mobility. The calls for applications must be public and an appeal procedure must be in place.
Under no circumstances, shall applicants and selected participants incur any casks during
application and selection procedures,

= In the case of student mobility, partners will ensure that other elements beyvond academic
merit are taken into account to ensure participation of students with fewer opportunities.
Selection criteria and procedures must be clearly communicated in the call for applications.

Applications/information on nominated students must reach the receiving institution by:

Wpplication/Momination
Receiving Term duration Deadling”
institution

City]
G THESSALQL ee Annex bee Annexs
AL VLORED] Butumn Term: from the Tirst week of id-February
Dctober Bl end of February icd-July

Epring Terme: from March tll June

The receiving Institution will send its decision within and no later than 5 weeks,

The partners commit to have a fair, transparent, ccherent and documented application and selection
procedure outlined in their respective websites and regularly updated, together with the contact
details of Lhe relevant department;

hpplication Procedure
Receiving Contact deatalls Website for information
institution lemall, phone|

simus code ar

5 THESSALOL See Annax htlps eyrap auth.grfenfstudentsfintern
ational'studies/online_ppplication
AL VLOREDL ELudent Mobilities: Student Mobillties:
ELall Mobilities: [stalf Mobilities:
nternational@univicra.edu.al httpefuniviora.edu.aliwp-

contentiupleads/2023/01/Regulation-
CM-_-english, pdf

Belection criteria for G THESSALOI

Requirements Details Website for information (Optional)
A cademic he qualificatlons/documents requested httpsifeursp.auth.grfen/stud ents/interm
requirements n regards to the students' evaluation affationalstudiesdonline_appllcaticn

applications are the fellowing:
ranscript of Records Number of ECTS  httpsfeurep.adth.grfensstafffinternatio
redits {or eguivalent] already naliteaching/assessment
ompleted/ current level of completion
nf studies Language certificate Learning
greement with indicated courses which
ill be atiendad during the mobifity For
taff mohbilities, there are no academic
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requirements, except for the sufficient
knowledge of the agreed teaching

= anguage.

W Mandatery for the evaluation of
applications of both students and staff
members

Motivation letter  Requested for outgoing students, not
for incoming students and staff

members _
frnclusion Fargeted categories of participants with
measures fewer oppoertunities and the criteria far

their selection will be decided upon
following consultation with partners that
have bean allocated fewer opportunities
gria bilities

ther

Selection criteria for AL VLOREQL
Requirements Website for information (Optionall
hiead emic Detailed information is described at hitps:/funiviora.edu.aliwp-

requirements nkernal Regulation of [CM contentfuploads/2023/01/Requlation-
JCM-_~english, pdf
W Detailed information is described at https:/funiviora.edu.al/wp-
nternal Regulation of ICM Contentfuploads 202 3/01/Requlation-

itM-_—englIsn.pdf

f-intivatiun letter  Petailed information is described at nttps:funiviora, edu.aliwp-
nternal Regulation of |1CM contentfuploads,2023/01/Regulation-
CM-_-english, pdf

Inclusion Detailed information is described at ttps:fluniviora, edu.al/wp-
measures’” nternal Regulation of ICM ontentfuploads 202301 /Regulation-
CM-_-english, pdf
Cther Detailed information is described at ttps:funiviora, edu.aliwp-
nternal Regulation of |1CM tentfuploads 2023/01/Requlation-

CM-_-english. pdf

&, Preparation and support

The Higher Education Institution(s} in an EU Member State or associated third country commit(s) to

= Ensure that students are aware of their rights and obligations as defined in the Erasmus+

Student Charter'!
= Arrange travels or provide & pre-financing of the grant to reduce the costs that

participants need to cover upfront, to the extent possible

All invalved Higher Education Institutions commit to the following preparation and support measuras.
Information and assistance can be provided by the contact points and information socurces in the

table below:

= The receiving institution will guide incoming mobile participants in finding accommodation,
according to the requirements of the Erasmus Charter for Higher Education. It is considered
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best practice to use the individual grant to pay for the deposit of dormitories

» Ensure that outgoing mobile participants are well prapared for their activities abroad,
including blanded mebility, by undertaking activities te achieve the necessary level of
linguistic proficiency and develop their intercultural competences

* Provide assistance related to abtaining visas, when required, for incoming and cutgoing
mobile participants, according to the requirements of the Erasmus Charter for Higher
Education and, If needed, use project funds in the most inclushve way ta cover related costs
partially or in full

* Provide assistance related to obtaining insurance, when reguired, for incoming and outgoling
maobile participants, according to the requirements of the Erasmus Charter far Higher
Education and use praject funds in the most inclusive way to cover related costs partially or
in full. The receiving institution will inform mobile participants of cases in which Insurance
cover |s not automatically provided,

= The recelving Institution will inform about the existence of relevant infrastructure and provide
support to incoming participants with fewer opportunities

* Provide appropriate mentoring and support arrangements for mobile participants,
including for those pursuing blended mobility, as well as integrate incoming mobile
participants into the wider student community and in the Institution’s everyday life

= Provide participants with their grant as soon as possible upon arrival, including i
necessary a first payment using cash, check or skmilar to avold delays linked to opening a
bank account

* The institutions commit to encourage participants to act as ambassadors of the Erasmus+
Programme and share their mobility experfence, e.g. by providing information about the
existence of Erasmus+ alumni nebworks, inviting former participants in promaotion activities,
et

Preparation & Support for G THESSALO]
Preparatory & Contact details Webszite for Information &
Support {email, phone) Aarrangements

Measures

e receiving institution will guide hitps:Aeurep.auth. grfen/accomms
ncoming moblle participants in finding  jp-list
pocommodation, For mare information,
. nlease see Annex. _
Language Support  Courses of Modern Greek are organized hifps:ismg.web.auth.grword pressiilan
pecifically for Erasmus+ students with g=gn
he support of the EU. For more
nformation, please see Annex.
Wisa e receiving institution will provide hitps:leurep.auth.erfenfstudentsinfodyi
ssistance, when required, In securing Ea_residepce
I5as for Inceming and outbound mebile
articipants. For more information,
lease see Annex. _
NSuUrance he receiving institution will provide hitps:/feurep.auth. grien/studentsfintern
nformation in ebtaining insurance for  ghonalfstudiesfarrival_departure
ncoming and outbound mobile
particlpants. For more infarmation,
lease see Annex.
ncluslon of Targeted categories of participants with
particlpants with  Fewer opportunities and the criteria for
fewer pooprtunities their selection will be decided upon
Following consultation with partners that
have been allocated fewer opportunities
Fnaobilities .l
Mentoring in order to ensure the suppert of all hitps:/leurep.auth.grienfocoordinators/ing
ncoming participants, mentering and  pmational
Eupport services are in place by the
Erasmus+ Intermational Coordinators
designated in each School of the
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ristotle University who assist all
articipants academically, as well as by

he Departrmant of European

ducaticnal Programmes which assist

Il participants administratively,

Grant payments he financial administration will be
andled by the Coordinator (Aristotle
niversity of Thessaloniki) according te

he guidelines and palicies given by the
uropean Commission and the National
gency. For mora informatien, please  [For staff:
e Annex.

or students:

s:ffeurep.auth. grien/studaents/inten
i -hotarships

Fittps:feurap auth.gofen/stafflinternatio
naiteaching/grants

Blumini information

Website for information &

arrangoments

Accommodation nternational@univiora edu.al hittps: funiviora.edu alfwp- contentiupla
pde/2023/01/nderkombtarizimi_2023.pd
]
Language Support  fnternational@univiora.edu.al https:funiviora.edu.aliwp- content/uplo
ads/2023/0 1 nderkombtarizimi_2023.pd
F
W isa International@univiora.edu,al https:univiora.edu.alfwp- content/uplo
ads/2023/0 1 nderkombtarizimi_2023.pd
i
nsurance International@univiora.edu,al https:funivigra,.edu.alfwp- contentiuplo
Bds/2023/0 1/ nderkombtarizimi_2023.pd
F
nclusion of nternational@univiora.edu.al https:funiviora, edu.aliwp- contentfuplo
participants with ads/2023/01 nderkombtarizimi_2023.pd
Fewer poopriunities i

Mentoring lnterna thonal@univicra.edu,al https: Yuniviora.edu.al'wp- contentfuplo

s/ £023/0 L nderkombtarizimi_2023.pd

F
Grant payments  [N.A A
Blumnl information fntermationali@univiora.edu.al Etps:funivlora.edu.aliwp- contenti/upla
s/2023/0 1/ nderkombtarizimi_ 2023 pd

7. Recognition
Institutions commilt to:
= Ensure recognition for activitles satisfactorily completed. [Please specify the recognition tools
that will be used, e.q. the European Credit Transfer and Accumulation System.]

Recagnition Tools at AUTH: ECTS
Recognition Tools at AL VLOREDL: ECTS

= Ensure that student and staff mobility for education or training purposes is based on a
learning agreament for students and a mobility agreement for staff validated in advance
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between the sending and recelving Institutions or non-academic erganisations and the
mobile participants
« Accept all activities indicated In the learning agreement, or according to the learning
outcomes of the modules completed abroad, as automatically counting towards the degree,
provided these have been satisfactorily completed by the mobile student
= Partners commit to taking measures to ensure recognition of student and staff mobility upon
their return, including:
¢ Providing incoming mobile students and their sending Institutions with free-of-charge
transcripts. The documents must be in English or in the language of the sending
institution and contalning a full, accurate and timely record of the achievements at
the end of the mobility period
= A Transcript of Records will be issued by the receiving institution no later than 5
weeks after the assessment period has finished at the receiving HEI.
= Providing students on traineeships and staff with a certificate for the activities
completed, Itis recommended to issue a certificate towards the end of the mobility
periced

B. Grading systems of the institutions

It is recommended that receiving institutions provide the statistical distribution of grades or make
the information avaifable through EGRACONS according to the descriptions in the ECTS users’
guidey;. The table will facilitate the interpretation of each grade awarded to students and will
facilitate the credit transfer by the sending institution,

rading systems of the institutions
Institution EGRAGONS Website for information

LEracmus code or il applicable]
|_:I_l.,.|

o THESSALOL

2R AMNSx See Annex

AL WLORED] ntermational@univiora.edu.al tbpsfiunivigra.edu.alfwp- content/uplo

Aads 202 3/0 L nderkembtarizirl_2023.pd

9. Any other information regarding the terms of the agreement {optional)

Both partners agree on and commit to the terms and conditions included In the Annex;
Data Protection Standard Contractual Clauses, attached to this agreement.

Any ather information regarding the terms of the agreement for ALTh:

Any ather information regarding the terms of the agreement for AL VLORED].:

10. Termination of the agreement

In the event of uniateral termination, a notice of at least one academic year should be gliven, This
means that a unilateral decision to discontinue the exchanges notified to the other party by 1
September 206K will only take effect as of 1 September 20X +1, The termination clauses must
include the following disclalmer; “Neither the European Commission nor the National Agencles can
be held responsible in case of 8 conflict,
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SIGNATURES OF THE INSTITUTIONS (legal representatives)

Institution Name, function = Signature™

IErasmus code or

LY

G THESSALOL Professor Georgios Tzelzis
ice Rector of Academic Affairs
ifelong Laarning, International =

Relations and Qutreach /',{'-E-.F'l“-m"‘-"-'?ﬁ..ﬁ_

AL WLDRED] Prof Dr Aurela Saliaj _r':,; -0
il
<% : Jf.

Ractor g = .L-.'JL;
| - T
Wiew Annex ﬂ' \\""{ﬁ%’ If

Footnotes W o
! Inter-institutional agreements can be bilateral or multilateral in the case of maobility "

- Bllateral agreements are for cooperation between one higher education institution located in an EU
Member State or third country associated to the Programme and ancther institubion located In a third
country nolb associated to the Programme
- Multilateral agreements are for cooperation between a mability consortium of higher education
institutions located in one single EU Member State or third country assoclated to the Programme and
another institution located in a third country not associated to the Programrme.
* bttps.ffec. eurgpa.eulprogrammes/erasmus-plus/resources/documentsiapplicantshigher-education-
charter en
* https:ffec. europa.eulinfollaw/law-topic/data-protection/reformirules-business-and-
arganisaticnsiprinciples-gdpr_sn
* https:ffec.europa.culeducation/education-in-the-euleuropean-student-card-initiative_en
* Higher education institutions [HEls) from EU Member States or third countries associated to the
Programmie should indicate their Erasmus code; HEIs from third countries not associated to the
Frogramme should mention the city where they are [ocated,
® Contact details to reach the senior officer in charge of this agreement and of its possible updates.
7 https:ficircabe. europa.eufsd/al?B6ebact-aato-4ada-a4 2b-f2cf3a44 2 bFISCED-
EY2 0201 3%20-%200etailedi2 OfieldS 2 0descriptions. pdf
® For an easier and consistent understanding of language requirements, it is recommended to use
the Commaen Eurcpean Framework of Reference for Languages [(CEFR):
hitpiifeuropass.cedefop.eurcpa. el en resourcesieurapean-la nguage-levels-cefr
f Please specify the deadline for each semester and, if necessary, adapt to a trimester system,
*®Yau may find the implementation guidelines of the Erasmus+ and European Solidarity Corps
Inclusion and Diversity Strategy here:
hitps:ifec.europa.eu/programmes/erasmus-plusiresourcestimplementation-guidelines-erasmus-and-
gurepepn-selidarity-corps-inclusion-and-diversity_en

" The Erasmus+ Student Charter is available here: Qitps://eC. eUrCPE.EW DIOGIEMIM £S5/ EraSMUS:
plusiresourcesidocumentsiapplicants/student-charier_sn

2 The ECTS user's guide s available here: hitps://ec.europa.eufeducation/resources-and-
tooks/document-libraryfects-users-guide_en
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ANNEX

STANDARD CONTRACTUAL CLALISES

SECTION |

Clowse 1

Purpose and scope

[a) The purpase of these standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU} 2016/679 of the European Parfiament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
rovement of such data (General Data Protection Regulation] (*) far the transfer of personal data to
a third country,

{b] Thie Partles;

{il the natural or legal person(s], public authority/ies, agency/ies ar other body/fies (hereinafter
‘entityfies’] transferring the personal data, as listed in Annex LA (hereinafter each ‘data
exporter’), and

(i) the entityfies in a third country receiving the personal data from the data exporter, directly or
indirectly via another entity also Party to these Clauses, as listed in Annex LA [hereinafter each
“‘data importer)

have agreed to these standard contractual clauses [hereinafter: ‘Clauses’).
ic) These Clauses apply with respect to the transfer of personal data as specified in Annex |.B.

(4] The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of
these Clauses.

Clguse 2

Effect and invariability of the Clauses

|a} These Clauses set out appropriate safeguards, including enforceable data subject rights and effective
legal remedies, pursuant to Article 46{1) and Artlcle 26[2)(e) of Regulation (EU) 2016/679 and, with
respect to data transfers from controllers 1o processors andfor processors to processors, standard
contractual clauses pursuant to Article 2B(7} of Regulation (EU) 2016679, provided they are not
maodified, except to select the appropriate Module(s] or to add or update information in the
Appendix. This does nok prevent the Parties from including the standard contractusl clauses laid
down in these Clauses in a wider contract andfor to add other clauses or additional safeguards,

!Where the data exporter is 3 processar subject to Regulation [EU] 2016/679 acting on behalf of o Union institutan or bady
as controlker, relance an these Clauses when engaging another processer [sub-processing) nat subject to Regulation (EU)
201EM6T9 also ensures complianoes with article 254] of Regulation (EU| 201871725 of the Eurapean Parliament and of the
Council of 23 October 2018 on the protection of naturz] persons with rapard to the progessing of persanal data by the Union
mnstituticns, badias, offices and agencies and on the free movement of such data, and repealing Regulation [EC} Mo 4572001
and Decision No 1247 2002/6C [T L 2595, 21.11.201E, p_ 33, ta the =xtent these Oauses and the data protection chligatiens
a5 set out n the confract o other legal act between the cortzaller and the processar pusswant to Articie 2H3) of Regulation
(EU} POIAS1725 are alignad. This will in particular be the case whers the controlier and grocessor rely on the standand
contrachisd flauses included in Decision 2021915



provided that they do not contradict, directly or indirectly, these Clauses or prejudice the
fundamental rights or freedoms of data subjects,

[b] These Clauses are without prejudice to obligations te which the data exporter is subject by virtue of
Regulation (EU} 2016/673,

Chrise 3

Third-party beneficiaries

[a] Data subjects may Imvoke and enforce these Clauses, as third-party beneficiaries, against the data
exporter andfor data importer, with the following exceptions:

[ifClause 1; Clause 2, Clause 3, Clause 6, Clause 7;
fil Clause & — Clawse 8.5 (o) and Clause 8.9(b);

(i) Clause 59— Not Applicabbe;

{lv) Clause 12 = Clause 12{a) and [d};
fvi Clause 13;

[vij Clause 15.3(ch, (d) and [2);

(vill Clause 16(e);

(vill) Clause 18 - Clause 18(a) and {b); .

{b] Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU) 2016/679

Clouse 4

Interpretation

fa) Where these Clauses usa tarms that are defined in Regulation {EU} 2016/6T9, those terms shall have
the same meaning as in that Regulation.

] These Clauses shall be read and interpreted in the light of the prowisions of Regulation (EU)
2016/679,

[z} These Clauses shall not be interpreted in & way that conflicts with rights and abligations provided
for in Regulation (EU) 2018,/679,

Clquse 5

Hierarchy

in the event of a contradiction between these Clauses and the provisions of related agreements
between the Parties, existing at the time these Clauses are agreed or entered into thereafter, these
Clauzes shall prevail,



Clause 6

Description of the transfer(s)

The details of the transfer{s), and In particular the categories of personal data that are transferred and
the purposeis) for which they are transferred, are specified in Annex |8

Clouse 7 = Optional

Docking clause

ial Anentity thatis not a Party to these Clauses may, with the agreement of the Parties, accede to these
Clauses at any time, either as a data exporter or as a data importer, by completing the Appendix and
signing Annex 1A,

(k] Once it has completed the Appendis and signed Annex LA, the acceding entity shall become a Party
to these Clauses and have the rights and obligations of 2 data esporter or data importer in
accordance with its designation in Annex |4,

fc} The acceding entity shall have rno rights or obligations arising under these Clauses from the period
prior to becoming a Party,

SECTION Il — OBLIGATIONS OF THE PARTIES

Clouse B

Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is
able, through the implementation of appropriate technical and organisational measures, 1o satishy its
obligations under these Clauses.

8.1 Purpose limitation

The data imparter shall process the personal data only Tor the specific purpose(s) of the transfer,
as set out in Annex L. B. It may only process the personal data for another purpose;

[ wherne it has obtained the data subject’s prior consent;

{8} where necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings; or

{ii] where necessary in order to protect the vital Interests of the data subject or of another natural
persan.

&.1 Transparency

18] In arder to enable data subjects to effectively exercise their rights pursuant to Clause 10, the
data importer shall inform them, either directly or through the dats exporter:

iy afits identity and contact details;



{iil of the categeries of personal data processed;
tiii) of the right to obtain a copy of these Clauses;

{iv) where itintends to onward transfer the personal data to any third party/ies, of the recipient
or categories of recipients (as appropriate with a view to providing meaningful
informatian), the purpose of such onward transfer and the ground therefore pursuant to
Clause 8.7,

b

-

Paragraph (2] shall not apply where the data subject already has the information, Including
when such information has already been provided by the data exporter, or providing the
information proves impossible or would invelve a disproportionate effort for the data importer,
In the latter case, the data importer shall, 1o the extent possible, maka the information publichy
available.

i} ©nreguest, the Parties shall make a copy of these Clauses, Including the Appendix as completed
by them, available to the data subject free of charge. Te the extent necessary to protect
business secrets or other confidential information, Including personal data, the Parties may
redact part of the text of the Appendix prior to sharing a copy, but shall provide a meaningful
summary where the data subject would otherwize not be able to understand s content ar
exercise hisfher rights. On request, the Parties shall provide the data subject with the reasons
for the redactions, to the extent possible without revealing the redacted information.

{d) Paragraphs (&) to (c) are without prejudice to the obfigations of the data exporter under Articles

13 and 14 of Regulation (EW) 2016/679.

—

E.3 Accuracy and data minimisation

{a} Each Party shall ensure that the personal data is accurate and, where necessary, kept up to
date. The data importer shall take every reasonable step to ensure that personal data that is
inaccurate, having regard to the purpase{s) of processing, is erased or rectified without delay.

by If one of the Parties becomes aware that the personal data it has transferred or receved is
Inaccurate, or has become outdated, it shall inform the cther Party without undue delay,

ich The data importer shall nsure that the personal data is adequate, relevant and limited to what
|5 necessary in relation to the purpose(s) of processing.

84 Storage Hmitation

The data importer shall retain the personal data for no longer than necessary for the purpose(s)
for which it is processed. It shall put in place appropriate technical or organisational measures to
ensure compliance with this obligation, including erasure or anonymisation (%) of the data and all
back-ups at the end of the retention peried.

£5 Security of processing

faj The datz importer and, during transmission, also the data exporter shall implement appropriate
technizal and erganisational measures to ensure the security of the persenal data, incleding
protection against a breach of security leading to accidental or unlawful destruction, loss,
alteration, unawthorised disclosure or access (hereinafter ‘personal data breach’]. In assessing
the appropriate level of security, they shall take due account of the stabe of the art, the costs
of implementation, the nature, scope, context and purpose(s] of processing and the risks
invalved in the processing for the data subject. The Parties shall In partlcular consider having

I This requires rendering the data anonymous n such 3 way that the individual is ne langer identiflabls by arpane, in ling with
recital 26 of Reguiation [EU) 20066792, and that this process is imeversible.



recourse to encryption or pseudonymisation, including during transmission, where the purpase
of processing ¢an be fulfilled in that manner.

ik} The Parties have agreed on the technical and crganisational measures set out in Annes I, The
data importer shall carry out regular checks ta ensure that these measures continue to provide
an approprizte level of securlty.

[e] The data importer shall ensure that persons authorised to process the personal data have
committed themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality,

[d] Inthe event of a personal data breach concerning personal data processed by the data importer
under these Clauses, the data importer shall take appropriate measures to address the personal
data breach, including measures to mitigate its possible adverse effects,

le} In case of a personal data breach that is likely to result in a risk to the rights and freedems of
miztural persons, the dataimporter shall without undue delay notify both the data exporter and
the competent supervisory authority pursuant to Clause 13. Such notification shall contain i) a
description of the nature of the breach (including, where possible, categories and approximate
rniumber of data subjects and personal data records concerned), i) its Nkely consequences, i}
the measures taken or proposed to address the breach, and Iv) the details of a contact point
from whom mare information can be oblained. To the extent it is not possible for the data
importer to provide all the information at the same time, Ik may do $0in phases without undue
further delay.

iy Incase of a personal data breach that is Hkely to result i a high risk to the rights and freedoms
of natural persons, the data importer shall alse natify without undue delay the data subjects
concermed of the personal data breach and its natuwre, if necessary In cooperation with the data
exporter, together with the information referred to in paragraph (e, paints i) 1o i), unless the
data importer has implemented measures to significantly reduce the risk to the rghts or
freedoms of natural persons, or notification woubd involve disproportionate efforts. In the
latter case, the data importer shall instead issue a public communication or teke & similar
measure to inform the public of the personal data breach,

(g} The data importer shall document all refevant facts relating to the personal data breach,
Including its effects and arvy rermedial action taken, and keep a record thersof,

4.6 Sensitive data

Whare the transfer involves personal data revealing racial or ethnic origin, political opinlons,
redigious or philnsophical beliefs, or trade union membership, genetle data, or biometric data for
the purpose of uniquely identifying a natural person, data concerning health or a person’s sex |ife
ar sexwal orlentation, or data relating to criminal convictions or offences (herginafter "sensitive
data’], the data importer shall apply specific restrictions and/or additional safeguards adapted to
the specific nature of the data and the rizks involved. This may include restricting the personnel
permitted to access the personal data, additional security measures {such as pseudonymisation)
and/or additional restrictions with respect to further disclosure.

a7 Onward transfers

The data importer shall not disclose the personal data to a third party located outside the European
Union ("} {inthe same country as the data importer or in another third country, hereinafter "onward

" Tha Agreament on the Eurapean Economic Area (EEA Agreement) provides for the extension of the Eurspean Unwon's intermal
marcel o the three EEA States loeland, lechtenstein and Morway. The Union data protection legisation, induding



transfer’] unless the third party is or agrees to be bound by these Clauses, under the appropriate
Module, Dtherwise, an onward transfer by the data importer may only take place if:

(i it istoa country benefitting from an adequacy decision pursuank to Article 45 of Regulation
(EU) 2016/673 that cavers the onward transfer;

[iiy the third party otherwlse ensures appropriate safeguards pursuant to Articles 46 or 47 of
Regulation (EU) 2018/673 with respect o the processing in question;

iy the third party enters into a birding instrument with the data importer ensuring the same level
of data protéction as under these Clauses, and the data importer provides a copy of these
safeguards to the data exporter;

i it is necessary for the establishment, exercise or defence of legal claims in the context of
specific administrative, regulatory or judicial proceedings;

i¥] it is necessary in arder to protect the vital interests of the data subject or of another natural
person; or

ivi] where none of the other conditions apply, the data importer has obtained the explicit consant
of the data subject for an amward transfer in a specific situation, after having informed himn/her
of its purpose(s}, the identity of the reciplent and the possible risks of such transfer to himfher
due to the lack of appropriate data protection safeguards. In this case, the data Importer shall
inform the data exporter and, at the request of the latter, shall transmit to it a copy of the
Information prosided to the data subject,

Ay anward transfer 15 subject to compliance by the data impaorter with all the other safeguards
under these Clauses, in particular purpose limitation,

438 Processing under the authority of the
data importer

The data importer shall ensure that any person acting under its authority, including a processor,
processes the data enly on its instructions

249 Documentation and compliance

{a} Each Party shall be abke to demonstrate compliance with its obligations under these Clauses. |n
particular, the data imparter shall keep appropriate documentation of the processing activities
carried out under its respansibility.

ih) The data importer shall make such documentation available to the competent supervisory
authority on request.

Clouse 9

Use of sub-processors

Mot Applicable

Hegulation (EU| FO16/6S, is coverad by the EEA Agreement and has been Intarporated Into Anaex X thereta, Therelore,
any chckasure by the data imporier 1o a third party located in the EE& does not guality as an orward transter for the
purpose of thess Clauses.
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Clowse 20

Data subject rights

The data importer, where relevant with the assistance of the data exporter, shall deal with any
engquiries and requests it receives from a data subject relating to the processing of his/her personal
data and the exercise of his/her rights under these Clauses without undue delay and at the latest
within one month of the receipt of the enquiry or request. {*) The data importer shafl take
appropriate measures to facilitate such enquiries, requests and the exercise of data subject rights.
any information provided to the data subject shall be in an intelligible and easily accessible form,
using clear and plain language.

In particular, upon request by the data subject the data imparter shall, free of charge:

il prowvide confirmation to the data subject as to whether personal data concerning him/her is
being processed and, where this is the case, & copy of the data relating to him/her and the
information in Annex |; if personal datz has been or will be onward transferred, provide
Iinformation on recipients or categories of recipients (as appropriate with a view to providing
meaningful infformation) to which the personal data has been or will be onward transferred, the
purpese of such onward transfers and their ground pursuant to Clause 8.7, and provide
Infermation on the right to lodge & complaint with & supervisory authority in accordance with
Clause T2l

(6] rectify inaccurate or incomplete data concerning the data subject;

|@] erase personal data concerning the data subject If such data |s being or has been processed in
violation of any of these Clauses ensuring third-party beneliciary rights, or if the data subject
withdraws the consent on which the processing is based.

Where the data importer processes the personal data for direct marketing purpeses, it shall cease
processing for such purposes if the data subject objects to it

The data Imperter shall not make a decision based solely on the automated processing of the
personal data transferred (hereinafter "automated decision'), which would produce legal effects
concerning the data subject or similarly significanthy affect him/her, unless with the explicit consent
of the data subject or if authorised to do so under the laws of the country of destination, provided
that such laws lays down suitable measures to safeguard the data subject’s rights and legitimate
Interests, In this case, the data importer shall, where necessary in cooperation with the data
axparter;

fif inform the data subject about the envisaged automated decision, the envisaged consequences
and the logic imsaheed; and

(iiy implement suitable safeguards; at least by enabling the data subject to contest the decision,
express his/her point of view and cbtain review by a human being,

Where requests from a data subject are excessive, In particular because of their repetitive character,
the data importer may either charge a reasonable fee taking Into account the administrative costs
of granting the request or refuse to act on the request,

The data importer may refuse a data subject’s request if such refusal is allowed under the laws of
the country of destination and is necessary and proportionate in 3 democratic sociaty to protect one
of the objectives listed in Article 23(1} of Regulation [EU) 2016/679,

! That pericd may be esterded by a maximum of two more manths, Lo the extent recessary taking into account the complexity

and rumber of requests. The data importer shall duly and pramptly lnform the data subject of any such extensian.



gl If the data Importer intends to refuse & data subject’s reguest, it shall inform the data subject of the
reasans for the refusal and the possibility of lodging a com plaint with the competent superdsory
authority andfor seeking judicial redress

Clouse 11

Redress

1a} The data importer shall inform data subjects in a transparent and easily accessible format, through
individual notice or on its website, of a contact point authorised to handle complaints. i shall deal
promptly with any complaints it receives from a data subject.

[OPTIOM: The data importer agrees that data subjects may also lodge a complaint with an
independent dispute resolution body [*] at no cost to the data subject. It shall inform the data

subjects, in the manner set out in paragraph {a), of such redress mechanizm and that they are not
required to use it, or follow & particular sequence in seeking redress. ]

ik In case of a dispute between a data subject and one of the Parties as regards compliance with these
Clauses, that Party shall use its best efferts to resobve the issue amicably in a timely fashion. The
Parties shall keep each other informed about such dsputes and, where appropriate, cooperate in
resalving them.

Icd Where the data subpect invokes a third-party beneficiary nght pursuant to Clause 3, the data
importer shall aocept the decision of the data subject to:

f lodge a complaint with the supervisory awthority in the Member State of his/her habitual
residence or place of work, or the competent supenvisory awthority pursuant to Clause 13;

ji] refer the dispute to the competent courts within the meaning of Clause 18,

[d] The Parties accept that the data subzect may be represented by a not-for-profit body, orgenisation
ar association under the conditlons set out in Article 80(1) of Regulation (EL) 2016/6759.

[=) The data importer shall abide by a decisien that ks binding under the applicable EU or Member State
lawe.

[fi The data importer agrees that the choice made by the data subject will not prejudice his/her
substantive and procedural rights to seek remedies in accordance with applicable laws,

Clause
iz

Liability

ja) Each Party shall be llable ta the other Party/fies for any damages it causes the other Party/fies by any
breach of these Clauses,

(b] Each Party shall be liable to the data subject, and the data subject shall be entitled to receive
compensation, for any material or non-material damages that the Party causes the data subject by
breaching the third-party beneficiary rights under these Clauses. This is without prejudice 1o the
[iability of the dats exporter under Regulation (EU} 2016/679.

' The data Imparter may effer independent dispute resolution through an arbiraton body only if it = established in o country
that has ratified the MNew York Corvention on Enforcement of Aroitration Awaress.



(e} Where more than ane Party is responsible for any damage caused to the data subject as a result of
a breach of these Clauses, all responsibie Parties shall be jointly and severally liable and the data
subject is entitled to Bring an action in court against any of these Parties,

[d] The Parties agree that if one Party is held llzble under paragraph {c], it shall be entitled to claim back
from the ather Party/fies that part of the compensation correspending to its/their responsibility for
the damage.

le) The data importer may not invoke the conduct of a processor or sub-processor to aveid its own
liability.

Clause 13

Supervision
{a}] The supervisory authority with responsibility for ensuring compliance by the data exporter with

Rogulation {EU) 2016/679 as regards the data transfer, as Indicated in Annex L.C, shall act as
competent supervisory authorlty,

(b} The data importer agrees to submit itself to the jurisdiction of and cooperate with the competent
supervisory authority in any procedures aimed at ensuring compliance with these Clauses. In
particuiar, the data importer agrees 1o respond to enguiries, submit to audits and comply with the
measures adopted by the supervisory autharity, including remedial and compensatory measures. It
shall provide the supervisory authority with written confirmation that the necessary actions hawve
een taken.

SECTION Il — LOCAL LAWS AND OBLIGATIONS IM CASE OF ACCESS BY PUBLIC AUTHORITIES

Cituse
14

Local laws and practices affecting compliance with the Clauses

[a} The Parthes warrant that they have no reason to believe that the laws and practices in the third
country of destination applicable to the processing of the personal data by the data importer,
Including any reguirements to disclose personal data or measures authorising access by public
authorities, prevent the data importer from fulfilling its obligations under these Clauses. This is based
on the understanding that laws and practices that respect the essence of the fundamental rights and
freedoms and do not exceed what 5 necessary and propartionate in @ democratic society to
safeguard one of the objectives listed in Articke 23(1} of Begulation [EU) 2018/679, are not In
contradiction with these Clauses.

{b] The Parties declare that in providing the warranty in paragraph (a], they have taken due account in
particular of the following elements:

(y the specific circumstances of the transfer, mcluding the length of the processing chaln, the
number of actors invalved and the transmission channels used; Intended onward transfers; the
type of recipient; the purpose of processing; the categories and format of the transferred
personal data; the economic sector in which the transfer occurs: the storage location of the data
transferred;

fiy the laws and practices of the third country of destination— including those requiring the
disclosure of data to public authosities or authorising access by such authorities — relevant in



light of the speclfic circumstances of the transfer, and the applicable limitations and safeguards
(");

{iii) any relevant contractual, technical or organisational safeguards put in place to supplement the
safeguards under these Clauses, including measures applied during transmisston and to the
processing of the personal data in the country of destination.

ic) The data importer warrants that, in carrying out the assessment under paragraph (b), it has made its
best efferts to provide the data exporter with relevant informatlon and agrees that it will continue
to copperate with the data exporter in ensuring compliance with these Clausas,

(d} The Farties agree to document the assessment under paragraph (b) and make it available to the
competent supervisory authority on request.

ie) The data importer agrees to notify the data exporter promptly if, after having agreed to these
Clauzes and for the duration of the contract, it has reason to believe that it is or has become subject
to laws or practices not in ling with the requirements under paragraph (a), including following a
change in the laws of the third country or a8 measure (such as a disclosure request) indicating an
application of such laws in practice that is not in line with the requirements in paragraph (a).

(7l Following a notification purswant to paragraph (e), or if the data exporter otherwise has reason to
believe that the data importer can ne longer fulfil its obligations under these Clauses, the data
exporter shall promptly Identify appropriate measures (&g, technical or organisational measures to
ensure security and confidentiality) to be adopted by the date exporter and/or data importer to
address the situation, The data exporter shall suspend the data transfer if it considers that ro
appropriate safeguards for such transfer can be ensured, or If instructed by the competent
supervisory autharity to do so, In this case, the data exporter shall be entitled to terminate the
contrack, insofar as it concerns the processing of personal data under these Clauses, If the contract
Invalves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise. Where the contract is
terminated pursuant to this Clause, Clawse 16{d) and (e} shall apphy.

Clause 15

Oblgations of the data Importer In case of access by public authorities

15.1 Notification

" as regarnds the Impact of such laws and practices on complance with these Clauses, different elements may be considered a5
part of an owerall assessrment. Such elernents ey indude relevant and documenied practical experience with prior
irstamces af requests for disdosure from public authorities, ar the absente of such reguests, covering a sufficiently
represantative tima-frame. This refers in particular to internal records or other dooumentation, drawn up on 2 contineas
basiz in accordance with dies diligenes and certibed at senior mansgement level, previded that this infarmation can be
lawfulty shared with third paries, Whare this praciical exsperience & refied upon (o condudo that the data imparter will
reat be prevented from complying with thase Clauses, it needs ta be supporied by ather mlevantl. chisdive elamenis, and
it for the Parties (o carsider carefully whather thase elements tagethar carry sufficiant waight, interms of their reliabibiny
and representativensss, bo support this comclusion. in particular, the Parties hoee to tate into acoount whether their
pracical expenence s carmobarated and not contradicted by publicly svadtaiile or otherwise accessibee, rallabde information
on tha axistence or absence of requests within the same sector andyfor the apalication of the law in practios, such as case
law and reparts by mdeperdent cversight bodies



la] The data importer agrees to notify the data exporter and, where possible, the data subiect
promiptly {if necessary with the help of the data exporter) if it:

il receives & legally binding reguest from a public authority, including judiclal authorities,
under the laws of the country of destination for the disciosure of personal data transferred
purseant to these Clauses; such notification shall include information about the persanal
data requested, the requesting authonty, the legal basis for the request and the response
provided; or

(i Becomes aware of any direct access by public authorities to personal data transferred
pursuant o these Clauses in accordance with the laws of the country of destination; such
notification shall include all information available to the importer.

ib) If the data importer is prohibited from notifying the data exporter andfor the data subject
under the laws of the country of destination, the data importer agrees to wse its best efforts to
obtain a waiver of the prohibition, with a view to communicating as much information as
passibie, a5 soon as possible. The data importer agrees to document its best efforts in order to
be able to demaonstrate them on request of the data exporter.

[c} Where permissible under the faws of the country of destination, the data imperter agrees to
provide the data exporter, at regular intervals for the duration of the contract, with as much
relevant information as possible on the requests received [in particular, number of requests,
type of data requested, requesting authority/fies, whather requests have heen challenged and
the outcome of such challenges, etc.).

id} The data importer agrees to preserve the information pursuant to paragraphs {(a) to (c} for the
duration of the contract and make it available to the competent supervisory authority on
request.

(e Paragraphs (a) to (o) are without prejudice to the obligation of the data importer pursuant to
Clause 14{e) and Clause 16 to inform the data exporter prompthly where it is unable to comply
with these Clauses.

15.2 Review of legality and data minimisation

(@) The data imparter agrees 1o review the legality of the request for disclosure, in particular
whether it remains within the powers granted to the reguesting public avtharity, and to
challenge the request if, after coreful assessment, it concludes that there are reasonable
grounds te consider that the request 5 unlawful under the laws of the country of destination,
applicable chilgations under international law and principles of international comity, The data
imperter shall, under the same conditions, pursue possibilities of appeal, When challenging a
request, the data importer shall seek interim measures with a view to suspending the effects
of the request until the competent judicial authority has decided on its merits, It shall not
disclose the personal dats requested until required to do so under the applicable procedural
rules, These requirements are without prejudice to the obligations of the data importer under
Clause 14(e],

(b} The data imparter agrees to document ks legal assessment and any challenge to the request
for disclosure and, to the extent permissible under the laws of the country of destination, make



the dotumentation available to the data exporter. It shall also make it available to the
cormpetent superdisory authority on request.

ic} The data importer agrees to provide the minimum amount of information parmissible when
responding to a request for disclosure, based on a reasonable intarpretation of the request,

SECTION IV — FINAL PROVISIONS

Clouse 16

Mon-compliance with the Clauses and termination

(#) The data importer shall promptly inform the data exporter if it is unable to comply with these

Cfauses, for whatener reason.

(bl Im the event that the data Impaorter is in breach of these Clauses or unable to comply with these

[l

Clauses, the data exporter shall suspend the transfer of personal data to the data importer until
compliance is again ensured or the contract is terminated. This is without prejudice to Clause 14{f).

The data exporter shall be entitled to terminate the contract, insofar as it concerns the processing
of pereonal data under these Clauses, where:

il the data exporter has suspended the transfer of personal data to the data importer pursuant to

paragraph (b} and compliznce with these Clauses is not restored within a reasonable time and
im any event within ona month of suspension;

fi] the data importer is in substantial or persistent breach of these Clauses; or

fi] the data importer fails to comply with a binding decision of 3 competent court or supenvisory
authority regarding its obligations under these Clauses,

in these cases, it shall infarm the competent supervisory authority of such non- compliance, Where
the contract involves more than two Parties, the data exporter may exercise this right to terminaticn
only with respect to the relevant Party, unless the Parties have agreed otherwise.

(dj Personal data that has been transferred prior to the termination of the contract pursuant to

el

paragraph (¢} shall at the cheoice of the data exporter immediately be returned to the data exporter
or deleted in its entirety, The same shall apply to any copies of the data. The data importer shall
certify the deletion of the data to the data exporter. Until the data is deleted or returnad, the data
importer shall continue to ensure compliance with these Clauses, In case of local laws applicable to
the data importer that prohibit the return or deletion of the transferred personal data, the data
importer warrants that it will continue to ensure compliance with these Clauses and will only process
the data to the extent and for as long as required under that local law.

Either Farty may revoke its sgreement to be bound by these Clauses where (i) the Eurapsan
Commission adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/6749 that covers the
transfer of personal data to which these Clauses apply; or (i) Regulation [EL) 201&/679 hecomes
part of the legal framework of the country to which the personal data is transferred. This is without
prejudice to other obligations applying to the processing in gquestion under Regulation [EU]
2016/679,



APPENDIX

EXPLAMATORY MOTE:

It must be possible to clearly distinguish the information applicable to each transfer ar category of
transfers and, in this regard, to determine the respective rolels) of the Parties as data exparter]s) and/or
data importen|s). This does not necessarily require comipleting and signing separate appendices for each
transferf/category of transfers andfor contractual relationship, where this transparency can achieved
through one appendix. However, where necessary to ensure sufficlent clarity, separate appendices
should be wsed,



ANNEX [

A. LIST OF PARTIES

Data exporter(s): [Identity and contact details of the dota exporter(s) and, where opplicoble, of
{ts/their doto protection officer and/or representative in the European Union]

1. MName: Aristotle University of Thessaloniki
Address: Administration building “K. Karatheodori”, University cam pus, 54124, Thessaloniki, Greece
Contact person’s name, position and contact details:
Ioanna Georgiadou, Erasmus+ Institutional coordinator, eurep-dept@auth.gr
Eorniliz Vikelidou, Data Pretection Officer, data proteciioni@auth.gr

Activities relevant to the data transferred under these Clauses: Implementation of students and
staff members individual exchange mobllities in the context of the Erasmus+ KA171 programme

Role [controller/processor): controller

Data importer(s)
s Name: Yniversity of Vlera "Ismail Qemali”

Address: | poocesia, Rr. Kosova
5400 Woré, Albania

Contact parson’s name, position and contact details:

Assoc. Prof, Enkelejd Mehilli, Dean of Faculty of Health, mechili@univlora.edu.al
Romina Tahiraj, Head of International Relations, international @univiara.edu.al

Activities relevant to the data transferred under these Clauses: Implementation of students and
staff members individual exchange mobilities in the context of the Erasmus+ KA171 programme

Role [controller/processor): controller

B. DESCRIPTION OF TRANSFER
Categorics of dota subjects whose persanal dota (s transferred
AUTH: Students and staff members of the parties
Partrer university as stated in &.2: Students and staff members of the parties

Categories of personal doto trensferned

AUTh: Full name, personal email address, affilizted academic unitfadministrative unit of the
institution

Partner wniversity as stated In A4.2: Full name, personal emall address, affilisted academic
unitfadministrative unit of the institution

Sensitive data transferred [If opplicable) and applied restrictions or safeguards that fully toke into
considerotion the ngture of the doto ond the risks Invodved, such os for instonce steict purpose



limitation, access restricltions (including access only for staff having foltowed specialised troining),
keeping o record of access to the date, restrictions for anward transfers or additional security
MEQEUFES,

AUTh: Mot applicable
Partner university as stated In A.2; Mot applicable

The frequency of the transfer (e.q. whether the date is transferred on @ one-off or continuous basis).
Data will be transferred following a call for students or staff mobilities during the nomination
procedure

Nature of the processing

storage and use of personal data (contact details)

Purpose(s) of the dota transfer ond further processing

Verification and communication purposes during the application process

The period for which the personal data will be retained, or, If that is not possible, the criterd used to
determine thot period
According to EL regulation, al data are stored for minimum 5 years for acditing purposes

For tronsfers to (sub-] processors, also specify subject matter, notfure ond durotion of the processing
Mot applicable

. COMPETEMT SUPERVISORY AUTHORITY
identify the competent supervisory authoritydes in accordonce with Clowse 12
Hellenic Daka Protection Authority https:fwww dpa grfen




ANNEN I

TECHMNICAL AND ORGAMNISATIONAL MEASURES INCLUDING TECHNMICAL AND DRGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE DATA

EXPLANATORY NOTE:

The technical and organisational measures must be described in specific [and not generic) terms, See

also the general comment on the first page of the Appendix, in particular on the need to cleardy Indicate
which measures apply to each transfer/set of transfers.

Description af the technicel ond orgamisational measures implermented by the dota importer{s) {incleding
any relewvant certificalions) to ensure an appropriate level of securty, taking info occount the noture,
scope, context and purpose of the processing, ond the risks for the rghts ond freedoms of notural
[FErsons.

AUTh:

Measuraes of sncryption of personal data

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing
systems and services

Measuras for ensuring the ability to restore the availabifity and access to personal data in a timaely
mannar in the event of a physical or technical incident

Processes for regularly testing, assessing and ewvalugting the effectiveness of technical and
organisational measwres in order to ensure the security of the processing

Measures for user identification and authorisation

MMeasures for the protection of data during transmission

Meazures for the protection of data during storage

Measures for ensuring physical security of locations at which personal data are processed
hMeasures for ensuring events logging

Measures for internal IT and IT security governancs and management
Measures for certification/assurance of processes and products
Measures Tor ensuring data minlmisation

Measures for ensuring data quality

Measures for ensuring limited data retention

Measures for ensuring accountability

Measures for allowing data portability and ensuring erasure

&l the above will be ensured through the use of central IT infrastructure of the IT Centre of
Arlstotle University of Thessaloniki, which is compliant with 150 27001,



Partner university as stated | :

Measures of encryption of personal data

Measures for ensuring engoing confidentiality, integrity, availability and resilience of
Processing

systems and senvices

Measures for ensuring the ability to restore the availability and access to personal data in a
timely

manner in the event of a physical or technical incident

Processes for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures in order to ensure the security of the processing

Measures for user identification and authorisation

Measures for the protection of data during transmission

Measures for the protection of data during storage

Measures for ensuring physical security of locations at which personal data are processed
Measures for ensuring events logging

Measures for internal IT and IT security governance and management

Measures for certification/assurance of processes and products

Measures for ensuring data minimisation

Measures for ensuring data quality

Measures for ensuring limited data retention

Measures for ensuring accountability

Measures for allowing data partability and ensuring erasure

All the abowve will be ensured through the use of central IT infrastructure of the IT Sector of
University of Yiora "lsmail Qemali",
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